XG Firewall v16 vs UTM 9 Feature Overlap

Innovations (NOT in UTM 9) Great Sophos UTM 9 Technology
- Security Heartbeat - Wireless
- Unified policy model - RED
- WAF Policy Templates - WAF
- UTQ and App Risk Reports = Al
- SPX

- Object Model

UTM features Coming in XG Firewall v16
- Web Proxy Engine

- Clustering with dynamic addresses

UTM features coming in future releases
- 3+ node clustering

- Clustering/HA for “w” models - S‘IJ_phOIS AV Engine _ Some web security features
- Site-to-Site RED Tunnels - Clientless Access (override, category quotas)
- Warn web filtering action . GVIE e
- Email MTA store & forward Great Cyberoam Technology Added
- Email SMTP Profiles - User-ldentity based Firewall
- Email SPX Secure Reply Highly requested features - FastPath packet optimization
& Cover Page IN XG Firewall (NOT in UTM 9) - Authentication
- OTP/2FA Support - User and Zone based polices - IPS
- Clone Rules - IPS and QoS settings per rule - App Control

- iView Reporting
- Centralized Management & Reporting

- Firmware roll-back

- Improved reporting

- TAP mode deployments

- Improved user authentication
- Packet capture in Ul

- IMAP Proxy

Great Sophos Cloud Technology
- Endpoint management
(with Security Heartbeat)



