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General

Cloud-hosted management ✓ ✓ ✓

Partner Dashboard for Managed Service Providers ✓ ✓ ✓

Microsoft ActiveDirectory integration ✓ ✓ ✓

Device Management

Profiles and policies ✓ ✓ Security only

Remote device configuration ✓ ✓ -

Loss/Theft Protection (remote lock/wipe/locate) ✓ ✓ -

Mass enrollment support (Apple DEP for iOS, macOS,  

Zero-touch, Knox Mobile Enrollment)
✓ ✓ -

Inventory and asset management ✓ ✓ -

Certificate support ✓ ✓ -

iOS device support ✓ ✓ ✓

Android device support ✓ ✓ ✓

Windows 10 device support (desktop OS) ✓ ✓ -

macOS device support ✓ ✓ -

ChromeOS device support ✓ - ✓

Security Management

Security

Rooting/Jailbreak detection ✓ - ✓

Control network access by compliance  

(via Sophos Central Wireless)
✓ - ✓

Email Gateway (incl. Office365) ✓ - -

Compliance based on device security state - - ✓

Anti-phishing technology for links in documents and  

emails (Secure Workspace / Secure Email)
✓ - -

Mobile Threat Defense

Malware, ransomware, PUA, spam protection ✓ - ✓

Web protection against malicious online content ✓ - ✓

Web filtering for unwanted content (14 categories) ✓ - ✓

MitM detection ✓ - ✓

Support for rollout with 3rd party EMM solutions  

(incl. conditional access in Intune)
- - ✓

Phishing protection from URLs in text messages ✓ - ✓
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Application Management

Enterprise App Store ✓ ✓ -

Deliver apps ✓ ✓ -

Apple VPP support ✓ ✓ -

View installed apps per device ✓ ✓ -

Allow and block listing ✓ ✓ -

Manage and configure Microsoft Office 365 apps  

(Android, iOS only)
✓ ✓ -

Samsung Knox Workspace ✓ ✓ -

Google Play for Android enterprise ✓ ✓ -

App Management SDK ✓ - -

Content Management and Containerization

General

Secure document publishing ✓ - -

Secure document collaboration ✓ - -

Control collaboration on published documents ✓ - -

Container Options

Sophos Container App Management 

(Secure Workspace, Secure Email)
✓ - -

Manage Android enterprise, iOS, and  

Samsung Knox native OS containerization
✓ ✓ -

Sophos Container

Containerized Secure Email app ✓ - -

Containerized Secure Workspace app ✓ - -

Containerized Corporate Browser ✓ - -

Edit and create Office, Text and PDF format files ✓ - -
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File encryption for cloud storage ✓ - -

Container-only Management (without requiring 

device management)
✓ - -

BYOD support

Self Service Portal ✓ ✓ ✓

Display acceptible use policy ✓ ✓ -

Track ownership ✓ - -
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