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Preface

Welcome to Getting Started Guide for Sophos XG Firewall Virtual Appliance
(hereinafter referred to as “XG Firewall”) for VMware ESX/ESXi platform. This guide
describes how you can download, deploy and run XG Firewall as a virtual machine
on VMware ESX/ESXi.

Minimum Hardware Requirement

1. OnevCPU

2. 2GB vRAM

3. 2VvNIC

4. Primary Disk with a minimum of 4GB size
5. Report Disk with a minimum of 80GB size

XG Firewall will go in failsafe mode if the minimum requirements are not satisfied.

Note: To optimize the performance of your XG Firewall, configure vCPU and vRAM
according to the license you have purchased. While configuring number of vCPUs,
ensure that you do not exceed the maximum number limit specific to your license.

Installation Procedure
Pre-requisite:

Make sure that VMware ESX/ESXi version 5.0 or later is installed in your network.
For VMware ESX/ESXi installation instructions, refer to the VMware
documentation:

e http://www.vmware.com/support/pubs/vsphere-esxi-vcenter-server-
ubs.html

Step 1: Download and Extract OVF Image

Download the .zip file containing the OVF image from
https://secure2.sophos.com/en-us/products/next-gen-firewall/free-trial.aspx
and save in your machine.

Step 2: Access ESX/ESXi Host via vSphere Client

Login to ESX/ESXi host server on which you want to deploy the OVF template
through VMware vSphere Client.

Note: In this guide we are using VMware vSphere client to connect to the ESX/ESXi
host server on which the OVF template is to be deployed.
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vmware

VMware vSphere”

Client

To directly manage a single host, enter the IF address or host name.
To manage multiple hosts, enter the IP address or name of a
vCenter Server,

IP address [ Name: Iﬁrz_u;_m_zn ;I

User name: Iru:u:ut

Password: I""""""""

1.2 Connecting...

Go to File > Deploy OVF Template to open the downloaded .ovf file in the vSphere
Client.

Mew »
| Deploy OVF Template...

Export b

Report L

Browse VA Marketplace...

Print Maps k

Exit

Select the sf_virtual file and click Open, as shown in the image below.
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@ Open = |
@le ) '« New Volume (E:) » Shared » Sophos Firewall » 101 » VM » VI-SFOS_16.01.0.VMW-101 ~ [ 43| [ Search vi-sros 16010V MW-.. P |
Organize v New folder = 0l @

& Downloads 4 Name : Date modified Type Size
] Recent Pl
M ASEREAEE € s virtual 6/22/2016 12:46 AM _ OVF File 7KB
i % sf_virtual_virtualbox 6/22/201612:46 AM  OVF File 13KB
f’j]'D'a"es € <f virtuslym? 6/22/2016 1246 AM  OVF File 7K8
128 t:
;f’ M°“fme" > € <f virtual_vm8 6/22/20161246 AM  OVF File 7k8
s € sf virtual_vm8_paravirtual 6/22/201612:46 AM  OVF File 7KB
|/ Pictures
B videos
& Homegroup
1% Computer
&, Local Disk (C:)
ca New Volume (D:)
u New Volume (E:)|_|
File name:  sf_virtual v IOVF packages (*.ovf;*.ova) v]
I Open ] [ Cancel ]

Step 3: Deploy OVF Template

1. Select location of the .ovf file for XG Firewall and click Next to continue.

() Deploy OVF Template =t

Source
Select the source location.

Source

OVF Template Details

Name and Location
Host / Cluster

Resource Pool
Disk Format Deploy from a file or URL

|E:\Shared\Sophos Firewall\101\VMWI-SFOS_16.01.0.vMW-1 + | | Browse... |

Enter a URL to download and install the OVF package from the Internet, or
specify a location accessible from your computer, such as a local hard drive, a
network share, or a CD/DVD drive.

! Ready to Complete

< Back Next > Cancel
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2. Verify the OVF template details and click Next to continue.

() Deploy OVF Template Lo | B S

OVF Template Details
Verify OVF template details.

Source
OVF Template Details
Name and Location
Host / Cluster
Resource Pool
Disk Format Jendor:
| Ready to Complete

Product: VIRTUAL_SF

Download size: 232.9MB

Size on disk: 297.6 MB (thin provisioned)
84.0 GB (thick provisioned)

Description:

< Back || Next > I Cancel

3. Specify a name and location for the OVF template to be deployed and click Next
to continue.

@) Deploy OVF Tempiate S

Name and Location
Specify a name and location for the deployed template

Source Name:
OVF Template Details
OVF Template Details VIRTUAL SF
Name and Location
Host / Cluster The name can contain up to 80 characters and it must be unique within the inventory folder.

Resource Pool
Disk Format

Ready to Complete eany Poca o

B (i VCENTSSx.qa

[Ealoa

< Back ” Next > I Cancel
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4. Select the host / cluster within which you want to deploy the OVF template and
click Next to continue.

(5 Deploy OVF Template o= 50 e S

Host | Cluster
On which host or duster do you want to run the deployed template?

Source
OYF Template Details
Mame and Location
B Host f Cluster
Spedific Host

Resource Pool
Disk Format
Ready to Complete

< Back | Mext = I Cancel |

A

Note: Here, we are deploying the OVF template on a single/standalone server. The
configuration may be different in a Cluster environment.

5. Select the format in which you want to store the virtual disks from the available
options:
Thin Provision: It uses minimum required space for the OVF template,
saving the rest for other use.

Thick Provision: It uses the entire allotted virtual disk for OVF template
installation, wiping out any additional data on the disk.

In case of VMware ESXi 5.0 or later, three storage options are available: Thin
Provision, Thick Provisioned Lazy Zeroed and Thick Provision Eager Zeroed.
For more information, refer to http://www.vmmware.com/.
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() Deploy OVF Template = E

Disk Format
In which format do you want to store the virtual disks?

Source Datastore: Idatashore 1-254.1
QVF Template Details

Name and Location y
R S T Available space (GB): | 531.2
Host { Cluster f=5)

Storage

Disk Format

NetivarkMappig (" Thick Provision Lazy Zeroed

Ready to Complete
¢ Thick Provision Eager Zeroed

% Thin Provision

< Back Il Next > | Cancel

Click Next to continue.

Select the networks to be used by the OVF template and click Next to continue.

() Deploy OVF Template L= | C o)

Network Mapping
What networks should the deployed template use?

Source
OVF Template Details Map the networks used in this OVF template to networks in your inventory

Name and Location
Host / Cluster Source Networks | DestinationNetworks |

Storage bridged VM Network l
Disk Format

1 Network Mapping
Ready to Complete

Description:
The bridged network a

< Back H Next > I Cancel
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Verify the deployment settings for the OVF Template and click Finish to initiate the
deployment process of XG Firewall.

@ Deploy OVF Template

ESE =<~

Ready to Complete

Are these the options you want to use?

Source

OVF Template Details
Name and Location
Host / Cluster
Storage

Disk Format

Network Mapping
Ready to Complete

When you dick Finish, the deployment task will be started.

Deployment settings:
QVFfile: E:\Shared\Sophos Firewall\101\VM\VI-SFOS_16.01.0.VM...
Download size: 232.9 MB
Size ondisk: 297.6 MB
Name: VIRTUAL_SF1
Folder QA
Host/Cluster CLUSCOM
Datastore: datastore1-254.1
Disk provisioning: Thin Provision
Network Mapping: "bridged”to "VM Network"

™ Power on after deployment

< Back | Finish I Cancel

(%) 15% Deploying VIRTUAL SF1 ||

Deploying VIRTUAL_SF1

Deploying disk 1 of 2 from E:\Shared\Sophos
Firewall\101\VM\VI-SFOS_16.01.0.VMW-101\sf virtual-disk1.vmdk

[Slye]=
28 seconds remaining

W' Close this dialog when completed

This installs XG Firewall on your machine.
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Step 4: Power on

Right click the deployed XG Firewall and go to Power = Power On.

Power

]|

=
5

Guest
Snapshot

Open Console

Edit Settings...
Upgrade Virtual Hardware

Add Permission... Ctrl+P
Report Performance...
Rename

Open in New Window...  Ctrl+Alt+MN

Remuove from Inventory
Delete from Disk

4
4

Power On Ctrl+B
Power Off Ctrl+E
Suspend Ctrl+Z
Reset Ctrl+T
Shut Down Guest  Ctrl+D
Restart Guest Ctrl+R

Enter the administrator password - ‘admin’ to continue to the Main Menu.

Configuring XG Firewall

Browse to https://172.16.16.16:4444 from the management computer and log on
to Admin Console using the default credentials username - admin and password -

admin.

Activation and Registration

Step 1: License Agreement

The moment you log in, you will be redirected to the Sophos End User License
Agreement (EULA). You need to accept the agreement to proceed further.

Version: 14112016AHM
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SOPHOS END USER LICENSE AGREEMENT

Please read the following legally binding License Agreement between Sophos and Lic

agree with the terms and conditions of this License Agreement
Where a reseller, service ider, consultant, contracter or other party downloac
NOW IT IS AGREED as follows:

1. DEFINITIONS

1.1 “affiliates® means, with respect to each party, entities that comtrol, are cor
1.2 "Computer’ means any device or computing environment which benefits from the L
1.3 "Consumer’ means an individual acting for purposes that are wholly or mainly ¢
1.4 'Documentation’ means the formal Product documentation (whether electronic or
1.5 "Fee' means the fee payable for the Product, enhanced support package (if appl
1.6 "Hardware® means the hardware Product [ gethe b ar elate MpOT
1.7 "License Agreement' means this Sophos license agreement and the Schedule.

1.B "License Entitlement” has the meaning in Clause 3.2 below. -

If you agree, click 'l Accept’ to continue the access
It you click 'l Decline’, you will be logged out

| Accept Decline

Click I Accept to navigate to the welcome page.

Step 2: Activating XG Firewall

Select Installing Sophos Firewall (Virtual or Software) option to continue the
activation of XG Firewall. Specify serial number mailed at your registered email
address and click Activate Device to proceed further

Note: Make sure your current network configuration allows XG Firewall to connect
to the Internet for activation. If not, click Basic Setup to modify the network
settings so that the Device can connect to the Internet.
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SOPHOS

Device Management

Welcome

To your Sophos Device

am l@ Installing Sophos Firewall (Virtual or Software)|

Firewall

O Upgrading from UTM 3 (Virtual or Software) to Sophos

Aclivale Device

Basic Setup

Canfigure Auxiliary HA Device

Firewall

Serial Number

SOPHOS

Device Management

Welcome

To your Sophos Device

Aclivate Device

Canfigure Auxiliary HA Device

@ Installing Sophos Firewall (Virtual or Software)
Upgrading from UTM 3 (Virtual or Software) to Sophos
Py 9 ¥

V The: Device has activated successfully R

Device Management

Welcome

To your Sophos Device

To get started register y

Serial Number

Basic Setup

If you have already registered the device, click on Synchronize License to synchronize
manually

Synchronize License

Version: 14112016AHM

Page 13 of 21




Getting Started Guide: Sophos XG Firewall Virtual Device

Step 3: Registering Sophos Firewall

Click Register Device to initiate the registration process.

v

Welcome

To your Sophos Device

Basic Setup

Register Device

ou have already registered the device, click on Synchronize License to synchronize

manually

After clicking Register Device, you are redirected to the MySophos portal website.
If you already have a MySophos account, specify your login credentials under “|

have an account already”. If you are a new user, sign up for a MySophos account by
filling in the details under “Register for MySophos”.
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SOPHOS

Device Management

Registering your device will enable you to manage your license(s} within MySecphes and recerd the registration date
for warranty purposes,

| have an account already Register for MySophos

If you slresdy have 8 MySaphos sceount, plesse fill in Signing up for 8 MySophes account is quick end easy
your details below te sign in, If you have forgottan - you'll need one to register your device.
your password click on the “forgot password” link
below.

First Name

Lasr Name
Pasgword

email

gt Panzecns Cowlem Ema

Passwond

Canfirmn Passwond
Your device Ferial rember COLOOLTOREVFORE

Im not & robot @

& L9GT - 2015 Sophos Lid. All rights resarved.  Lagal

Click Continue to complete the registration process.

= Epyhares Regn wiin - Chn Antvrvt, Grdpent UTW, Eatryptn, Nadte CUP. ferver mhe. o 100 BEN]

@ hmps Aes-seoure.1e5t sophos.comy en-u/ utilty- he oo Spatrat ne

S

Thank you!

vam-mwﬂm I

Click thw butios beisw 12 inftete the beense synahironizstion

14141 rogh et A e MyScptuas accauet, esne Chack yoet £ 1o corrgtets

your MyScpnas regatration
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Step 4: Initiate License Synchronization

Post successful registration of the device, you need to synchronize license details
with Sophos servers.

As shown in the image below, click Initiate License Synchronization to initiate
the license synchronization process:

W Byt Regris wiins - Chnl Antvret, Grpnt, UTI, Entryptim Nte LB, farver e 1100 IR
1682 SO0 102 Sophos.0

SO0PHOS.

=

Thank you!

Your cevice i now registersd

Clich 1w bumos heisw 2 irdtete the Leense synahronitetisn

Click Synchronize License to synchronize licenses.

v

Device Management

Welcome

To your Sophos Device

Basic Setup

Register Device

If you have already registered the device, click on Synchronize License to synchronize

manually

Synchronize License
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SOPHOS

Device Management

Welcome

To your Sophos Device

Serial Mumber

Congratulations! Your device has been registered with your MySophos account and licenses have been
synchronized successfully. Click Here to start configuring your device

Click on Click Here in the image above to run the Network Configuration Wizard.
The wizard walks you through the steps to setup initial configuration of your
Sophos Firewall so that you can begin creating your security policies.

Click Start to begin the wizard and follow the on-screen instructions. Once the
configuration is successfully done, Control Center will be displayed.

COﬂtrO| Center 2 Log Viewer Help Demcr‘..’aer v
SFVUNL (SFOS ) CO1001KHTY42965 =OPTos
System Traffic Insight User & Device Insights

’[\\¢ Activity Security Heartbest

Performance

tego A D
2 720.68K A

A WAL 213.62K o User Threst Quotient

10.87K
Bendwidth 31KB S e - 3 3 2 user(s) account
ancwictly 9D P ALK for 80%+ of risk!

Allowed Web Categories Blocked Aop Categories O N O =
0]
620 55 RED Nireless APs
15
t 1 18

: 3

2 Remote Live Users
Active Firewall Rules Reports Messages

|
3 4 S 12 Warning
Business User Network Total aShi b
AW Y JL]

7 0 1 0
Unused Disabled Changed New
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You can now use the Navigation pane on the left hand side of the Ul to navigate
and configure further settings.

Basic Configuration

a. Setting up interfaces

1. Network interfaces and RED connections are defined in the Configure >
Network > Interfaces menu.

2. Wireless networks are defined in the Protect > Wireless Networks menu, and
SSIDs will also be shown in the interfaces menu once created.

3. Access points may be configured or added, in Protect > Wireless > Access
Points.

a. Creating Zones

Zones are central to the security model in SF. If you wish to create more zones
than are offered by default, go to Configure > Network > Zones. You can then use
those zones when creating interfaces, and security policies.

b. Setting up Firewall Rules

All security related policies are defined in the Firewall menu. There are two
different firewall rule types available:

1. Business Applications Rule - If you are securing a server or service, use a
business application rule to allow internal or external users to access that
service.

2. User/Network Rule - If you are controlling what web and application content
your protected users can access, or want to control traffic by source, service,
destination, zone, (and user) then use a user/network rule.

c. Setting up Wireless Network

1. Goto Protect > Wireless > Wireless Networks.
2. Click Add to add a new wireless network.
3. Configure the Wireless Network as shown in the screen below.
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Wireless
Wireless Client List ‘Wireless Networks Access Points Access Point Groups Mesh Networks Hotspots Hcr‘éi?‘n\ﬁ:fhal
ion

General Settings

Narme *

Description Default passphrase is: MiZhY2MzNGQwOTZhYmMz

s

S50 = Sophos

Security Mode WPAZ Persona v

Passphrase/PSK * #exbeaead®s Change Passphrase/PSK Show Preshared/PSK Key

Client traffic * Bridge to AP LAN v

} Advanced Settings

Save Cance

LogViewer Help DemoUser =

Sophos

Wireless Settings Hotspot Settings

The wireless network will be added successfully.

4. Add another Wireless Netwaork for Guest Access as shown in the image below.

Wireless Client List Wireless Networks Access Points Access Point Groups Mesh Networks Hotspots Hntgi?;\"ﬁ;'fher
ion

General Settings

Name *

Description

4

SsSID* GuestAccess

Security Mode No Encryption v

Client traffic * Separate Zone v

Zone WiFi v

IP Address * 1025501

Netmask * /24[255.255.255.0) v

¥ Advanced Settings

LogViewer Help DemoUser

Sophos

Wireless Settings Hotspot Settings

Both the added wireless networks can now be seen on the Wireless Network page.
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Wireless

Wireless Client List Wireless Networks

O  Name SSID
O  Guestap

D Sophos Sophos

GuestAccess

Access Points Access Point Groups Mesh Networks Hotspots

Status Client traffic
aD Separate Zone
aD Bridge to AP LAN

Hotspot Voucher

Definition

Encryption Mode

No Encryption

WPAZ Personal

Help Demo User =

Sophas

Log Viewer

Wireless Settings Hotspot Settings

Add Delete
Frequency Band Manage
24and 5 GHz S T
24 GHz S T

5. Navigate to Protect > Wireless > Access Point Groups.

o

Click Add to add a

new access point group.

7. Configure the new AP group, and add both wireless networks, and the new

access point.

Edit Group

Wireless Client List Wireless Networks

Mame *

Wireless Networks

VLAN Tagging

Access Points

Save Cance

Access Points Access Point Groups Mesh Networks Hotspots

-
&

) Enable

Add New ltem

Haotspot Vioucher
Definition

Help Demo User »

Sophos

Log Viewer

Wireless Settings Hotspot Settings

After some time, you can continue to discover and add APs from Control Center.
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Copyright Notice
Copyright 2015-2016 Sophos Limited. All rights reserved.

Sophos is registered trademarks of Sophos Limited and Sophos Group. All other
product and company names mentioned are trademarks or registered trademarks
of their respective owners.

No part of this publication may be reproduced, stored in a retrieval system, or
transmitted, in any form or by any means, electronic, mechanical, photocopying,
recording or otherwise unless you are either a valid licensee where the
documentation can be reproduced in accordance with the license terms or you
otherwise have the prior permission in writing of the copyright owner.
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