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OTP - Two Factor Authentication

Scenario

This guide describes how to configure Sophos XG Firewall (SF-0S]) to auto-create OTP tokens
for two-factor authentication of users. Using the Sophos Authentication App through their
mobile device, users can access SF-0S securely.

Prerequisites

You must have read-write permissions on the SF-0S Admin Console for the relevant features.
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Configuration

Step A: Enable Auto-creation of
OTP tokens (Administrator)

Log into the SF-0S Admin
Console.

e Goto Configure >
Authentication > One-
Time Password and
click Settings.

e Clicktoenable ordisable
the OTP for all users.

e Clicktoenable Auto-
create OTP tokens for
all users.

e Click toenable or disable
facilities for which users
require OTP
authentication.

e UseTimestepto
synchronize OTP
generation on the mobile
device with SF-0S.

Click Apply.

Authentication

Servers Services

™y
@,‘ One-Time Password

One-time password service status

™y
@,‘ OTP for all users

Enable OTP for facilities:

() webadmin

() user Portal

Timestep

Default token timestep in seconds:

Maximum passcode offset steps:

Maximum initial passcode offset steps:

Apply Cance

Groups Users One-Time Password Captive Portal

%
@) Auto-create OTP tokens for users

D S5L VPN Remote Access

D IPsec Remote Access

30 Seconds [10-2300]

10 [0 - 600]
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Step B: Auto-Create OTP Tokens (Users)

Step 1: Download Sophos Authenticator App to eeeec Vodafone INF 12:07 PM 99% M.

mobile device - -
. sophos authenticator o

The app is available in the app store for i0S,

Android and Windows.
Sophos

@ Authenticator " OPEN

Sophos GmbH

Accounts Ecit Accounts Edit

418802 L
g 263698

833575 =
26 432046

717133 =
26s 692369

904124 =
268 677132
309419

® ¥ B O|l® = | i

Step 2: Get the QR Code from User Portal

e Logintothe User Portal with your password.
e AQRcodeappears

Note: To login to User portal add https as prefix to your device id. For example https://1.1.1.1
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SOPHOS

Proceed to Login

enter to login.

sed auto-generated OTP Tokens

% Account: nl
o ' Secret (HEX): T5dcac2babdB0121f874579c0457e9aa
T
Secret (BASE32): OXOKYKSL3AASDGDUKGOANT JVI——

"- Timestep: 30s

To enter the User Portal you have to authenticate with an One Time Password. Scan the OR code below with Sophos Authenticator on your phone. The app will then generate a new passcode every timestep|

OTP Tokens for nl

Step 3: Get the OTP token on mobile device
Use Scan QR on the Sophos Authentication App.

The one-time password token appears on the maobile
device. The token is available for a preset time.

eeseee Vodafone INF 12:31PM 96% .

Accounts Edit

312056

12s

® ® B O

Accounts
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Step 4: Login to User portal with OTP Token

e Gotothe user portal and enter the username. The password is in the form:
<passwordtoken>.
Example:
Password: password
OTP Token: 312056
Password to be entered: password312056

Results
You have automatically generated OTP tokens to access Sophos XG Firewall securely.

Suggested Reading

Create OTP Token manually for Two-Factor Authentication
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Copyright Notice

Copyright 2015-2016 Sophos Limited. All rights reserved.

Sophos is a registered trademark of Sophos Limited and Sophos Group. All other product and
company names mentioned are trademarks or registered trademarks of their respective
owners.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted, in
any form or by any means, electronic, mechanical, photocopying, recording or otherwise
unless you are either a valid licensee where the documentation can be reproduced in
accordance with the license terms or you otherwise have the prior permission in writing of
the copyright owner.
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