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Disable telnet and HTTP behaviour for admin

Overview

If HTTP is enabled in v15, for admin port, HTTP services will be redirected to HTTPS. In v16, HTTP service
is removed.

Telnet services will be discontinued from next release, with a warning message to use SSH instead of
Telnet. The message shown is “Telnet service will be discontinued from next release so we recommend
that you use SSH service".

Fresh Installation / Factory Reset

For Fresh Installation / Factory reset / RESET -3 ad Wizard in Copernicus v16, http service is removed from
device access, admin port setting, zone and local service ACL exception rule.

Telnet service would be available in device access, zone and local service ACL exception rule but once you
try to enable in v16 it would give you message "Telnet service will be discontinued from next release so
we recommend that you use SSH service".

HTTP service

HTTP service option removed from following in v16:

e System>Administration> Device Access > Zone

Local Se e ACL
Admin Services Authentication Services

HTTPS Telner Sst| NTLM §3ptve Bagus Qlent . .
LAN O O

WAN O

DMZ O O O O O

VPN O O O O O

WiFi O O

e System>Administration> Device Access > Local Service ACL Exception Rule
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Local Service ACL Exception Rule

Licensing Device Access Admin Settings Central Management Time
Rule Mame = Guest_Users_Rule
Rule Position Bottom h
Description Rule for Guest Users
£

IP Family @ 1Pva O IPvE
Source Zone LAMN -
Metwork | Host ®

Local_Subnet o —]

Add New Item

Services ™

HTTPS <
Telnet
SSH
Web Proxy

DNS

Ping/Ping& -

Apply 2 selected items

e System>Administration> Admin Settings>Admin Port Settings

000@a0Q

Admin Port Settings

Admin Console HTTPS Port * LbbG
User Portal HTTPS Port * 443
Certificate ™ ApplianceCertificate ¥

Apply

Telnet Service

Telnet service would be available in the pages listed above. However, it gives a warning message as
shown below:
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SOPHOS Administration
O Show Confiparaton
Device Access A ot mery Time Notdcsion Setseg
—’

’"’F“"‘ reasons, HTTP service wil i J"“F“’?“ rase So, traf “’*1 wm’? will be automatically redirected on HTTPS port

0 @8 O v] v/ O

. Telnes service will be discontinued from neat reledse 50 we recommend that you uie % = -39 =i

U SSM service U J )

O [ [ L1 0O a

O J @ 8 o Q@ 8 0O V]

Behavior List

Fresh Device Access Admin Port Local Service ACL
Installation/Factory setting Exception Rule
Reset/RESET-
3/Wizard
HTTP NA NA NA NA
HTTPS Yes Yes Yes Yes
Telnet Yes NA Yes Yes
SSH Yes NA Yes Yes

v15 to v16 Migration

Device Access and Admin Port Settings: HTTP
The following will be version 15 to version 16 migration behavior for HTTP:

If HTTP enabled in v15, after migration to v16, HTTP request will be redirected to HTTPS
If HTTP is not enabled in v15, after migration to v16, HTTP request will not be redirected to HTTPS
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Device Access and Admin Port Settings in v15 (HTTP Enabled):

Systemn > Administration > Device Access Help admin =

SOPHOS Sophos Technology Pyt Ltd

Local Service ACL

Admin Services Authentication Services Network Services Other Services
- WP WIS Tan s Nmw o GEue s e pngmegs puo  Mrdem SR eb e pramc
LAN v O O O
WAN O O O O
DMZ O O O O O O O O O O
VPN O O O O O O O O 0O O
WiFi O O O

Apply

Admin Console Settings Wy oD

A i s - - Sophos Technology Pvt Ltd
Systemn > Administration > Settings s -

SOPHOS

Admin Port Set

Admin Console HTTP Port * [e0 |

Admin Console HTTPS Port * e
User Portal HTTPS Port ™ 443

Certificate *

Apply

ApplianceCertificate ¥ | (The above selected certificate will also be used for My Account & Captive Portal)
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Device Access and Admin Port Settings in v16:

SOPHOS Administration telo  admin ~

%G Firewall Sophos Technology Pyt Ltd
£ Show Configuration

T — Licensing Device Access Admin Settings Central Management Time Monification Settings

Current Activities

For security reasons, HT TP service will be discontinued from next release. So, traffic on HTTP port will be automatically redirected on HTTPS port.

Reports

Logs B A
T — Local Service ACL

Firewall Admin Services Authentication Services Network Services
Intrusion Prevention Zone

TIPS Telnet S T Captive Radius Client e Wireless  SSL Web User Dynamic SMTP o 3
Web HTTPS  Telnet SSH  NTLM g o.1” 550 Authentication FING/Ping8 DNS  prcr on VPN Proxy Portal Routing Relay SNMP
Applications 4 = -
iy LAN & 0 @ 0 @ O o 8 B8 0 @9
Web Server
Advanced Threat WAN a O O a a a
vew oMz O o a o O O O a O O O
Network
B VPN a o 0O a O o 0O o 0O a4 a
Authentication
System Services
WiFi @ 0 @8 0 @ @ a & 86 8 C o a
-;’r-nﬂles
Hosts and Services
Administration
Admin Port Settings
Admin Console HTTP Port 80 Access of Admin Console on HTTP port is not supported. Traffic on HTTP port will be automatically redirected on HTTPS port.
Admin Console HTTPS Port ™ G444
User Portal HTTPS Port ™ 443

Certificate ”

Apply

ApplianceCertificate ¥ | (Selected certificate will be used for My Account, Captive Portal, SPX Registration Portal & Reply Portal

Local ACL Rule Exception: HTTP
The following will be version 15 to version 16 migration behavior for Local ACL Rule:

Local ACL rule for HTTP created with ‘DROP’ action would be deleted during v15 to v16 migration
Local ACL rule for HTTP created with Accept would be converted with HTTPs in v15 to v16 migration

Local ACL Rules - LAN/WAN/DMZ/VPN/Wi-Fi/Custom to Local Zone for HTTP:

Rulel Drop HTTP Rule is deleted
Rule2 Allow HTTP Allow HTTPS
Rule3 Allow HTTPS ,SSH Allow HTTPS, SSH
Rule4 Allow HTTP, HTTPS, SSH Allow HTTPS, SSH
Rule5 Drop HTTP, HTTPS, SSH Drop HTTPS, SSH
Rule6 Allow HTTP, SSH Allow HTTPS , SSH
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Device Access Settings: Telnet

Telnet service would be available in device access, zone and local service ACL exception rule but once you
try to enable in v16 it would give you message "Telnet service will be discontinued from next release so we
recommend that you use SSH service".

Telnet Enabled in v15:

Device Access

System > Administration > Device Access

Local Service ACL

Admin Services Authentication Services Network Services Other Services
- WP WIS Temer ssH  NTM  CoRve Reds  Glen o ngengs Dns  MWrcless S5 Web e Dyem
LAN O O O
WAN O O O O
oMz O O O O O O O O O O
VPN O O O O O O O O 0 O
WiFi O O O

Telnet Service Message in v16:

SOPHOS Administration

[ 9
Current Actiwoes

T TTE
Regort | For secutity n i ix"lk
Loge
DeagramTus

Furewstl
WU son P eventan

wWeh
Appocetonm
Wrcieas

ok O (] v O
Web Server = Telnet service will e discontnued roen next reledse 50 we recommend that you uie X = 2% =
Advenced Thvest A O SSM service U o )
0 @ | B o o
O { ] T OO B O
O Q O

Local ACL Rules- LAN/WAN/DMZ/VPN/Wifi/Custom to Local Zone for Telnet:
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Rulel Drop Telnet Drop Telnet

Rule2 Allow Telnet Allow SSH

Rule3 Allow HTTPS ,SSH Allow HTTPS , SSH
Rule4 Allow Telnet, HTTPS, SSH Allow HTTPS, SSH

Rule5 Drop Telnet, HTTPS, SSH Drop Telnet, HTTPS, SSH
Rule6 Allow HTTPS, Telnet Allow HTTPS , SSH

Migration Behavior during Deployment: HTTP

E: Enabled, D: Disabled, A: Available, NA: Not Available

N After Migration to V16
Services | Devic | Device | Admin Port | Zone | HTTPto Device | Device | Admin Zone
e Access- | setting HTTPS Access- | Access- | Port
Acces | HTTPS Redirection | HTTP HTTPS | setting
s-
HTTP
HTTP E E Yes- A Work NA-With | Yes Yes with | NA
Default/Cus Notificat Notificati
tom ion on
HTTP E D Yes- A Work NA-With | Yes Yes with | NA
Default/Cus Notificat Notificati
tom ion on
HTTP D E Yes- A Won't work NA- Yes NA NA
Default/Cus without
tom notificati
on
HTTPS No Behaviour change directly to HTTPS | No Behaviour change directly to HTTPS. It would react
and in above scenario. as per HTTP Configuration in previous version like
above scenario.

Migration Behavior during Deployment: Telnet

E: Enabled, D: Disabled, A: Available, NA: Not Available

V15 \ After Migration to V16
Services | Device Device | Zone Device Access- Device Zone
Access- | Access Telnet Access-
Telnet -SSH SSH
Telnet E E A Disabled but E Disabled but Available for
Available for configuration with warning
configuration with message
warning message
Telnet E D A Disabled but E Disabled but Available for
Available for configuration with warning
configuration with message
warning message
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V15 After Migration to V16

Telnet D E A Disabled but E Disabled but Available for
Available for configuration with warning
configuration with message
warning message

Telnet D D A Disabled but Disabled | Disabled but Available for
Available for but configuration with warning
configuration with Available | message
warning message to

configure
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