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Establish Site-to-Site VPN Connection using Digital Certificates

Overview

A digital certificate is an electronic "passport" that allows a person, computer or organization to exchange
information securely over the Internet using the public key infrastructure (PKI). A digital certificate may
also be referred to as a public key certificate.

Just like a passport, a digital certificate provides identifying information, is forgery resistant and can be
verified because it was issued by an official, trusted agency. The certificate contains the name of the
certificate holder, a serial number, expiration dates, a copy of the certificate holder's public key (used for
encrypting messages and digital signatures) and the digital signature of the certificate-issuing authority
(CA) so that a recipient can verify that the certificate is real.

Prerequisites

Exchange Certificate Authority (CA) and Digital Certificates between a Head Office (HO) and Branch Office
(BO) and, then, configure and establish an IPsec connection between them.

Scenario

Configure a site-to-site IPsec VPN connection between Site A and Site B by following the steps given
below. In this article, we have used the following parameters to create the VPN connection.

Network Parameters

HO Network details Local WAN IP address —10.206.1.173

Local LAN address —172.17.17.0/24

BO Network details Remote WAN IP address — 10.206.1.213

Remote LAN Network —172.16.16.0/24
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Establish Site-to-Site IPsec Connection using Digital Certificates

AN IP 10.206.1.173 WAN IP 10.206.1.213
Iw BN (o6 il e I Ib_ﬁ— HIOE T T 1 1 I
LAN IP 172.17.17 .1 LAN IP172.16.16.1

|
M =l oo = oo

LAN 172.17.17.024 LAN 172.16.16.0/24
Site A Site B

Configuration

You must be logged on to the Admin Console of both HO and BO SF as an administrator with Read-Write
permission for relevant feature(s).

Step 1: Upload HO Sophos Firewall’s Default CA to BO Sophos Firewall (SF)

Head Office

Go to System > Certificates > Certificate Authorities and select Default CA. Specify the details of the CA,
as shown below and click Save.
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Certificates Certificate Authorities

Certificate Authority

MName * Default

Country Name * United Kingdom v

State * Oxfordshire

Locality Name ™ Abingdon eqg. city name
Organization Name * Sophos Test Account eg. company name)
Organization Unit Name * ou eg. department name
Common Name * Sophos_CA_C12012463438-ATT23K eq. server's hostname)
Email Address ™*

shalvi.dave@sophos.com

CA Passphrase ™ mrmsmsmrs® Change CA Passphrase

m Download Cancel

Once CA is generated, download the CA to your local computer by clicking the Download Button.

Certiﬂca‘tes Log Viewer Help admin

Sophos Test Account

Certificates Certificate Authorities Certificate Revocation Lists
Name 7 Subject Valid From Valid Until Local Manage

1C=GB/ST=Dxfordshire/L=Abingdon/O=Scphos Test
Default Account/OU=0U/CN=Sophes_CA_C12012463438- 2016-08-30 2036-12-31 Yes & #
ATT23K/emailaddress=shalvi dave@sophos.com

A file named local_certificate_authority.tar.gz is downloaded. Store the uncompressed file. The file
contains the CA Root Certificate in two file formats:

- Default.pem (PEM File)
- Default.der (Security Certificate)
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Establish Site-to-Site IPsec Connection using Digital Certificates

Branch Office

Upload the CA Certificates (downloaded from HO) to BO SF. To upload CA, go to System > Certificates >
Certificate Authorities and click Add. Upload the CA Root Certificate in either PEM or DER format.

Log Viewer Help admin =

Sophos Test Account

Certificates

Certificates Certificate Authorities Certificate Revocation Lists
e ate Aut
Name * HO CA
Certificate File Format * PEM v
Certificate | Choose File | Default.pem
Private Key |_Choose File | Default.der

=

CA Passphrase

Click Save to save the HO Default CA in BO Sophos Firewall.

Step 2: Upload BO Sophos Firewall’s Default CA to HO Sophos Firewall

Configure and download the Default CA in BO SF and upload it on HO SF using similar steps as shown in
step 1.

Step 3: Upload HO Sophos Firewall’s Digital Certificate to BO Sophos Firewall

Head Office

Create a Self-Signed Certificate in HO SF. Go to System > Certificates > Certificates and click Add to create
a new certificate. Select Generate Self Signed Certificate and specify the details as shown below.
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Establish Site-to-Site IPsec Connection using Digital Certificates

LogViewer Help admin~

CertﬂchaJEeS Sophos Test Account

Certificates Certificate Authorities Certificate Revocation Lists

Action * O Upload certificate (&) Generate self-signed certificate (O Generate Certificate Signing Request (CSR)

Certificate Details
Name * HO_Certificate
Valid From * 2016-08-30 @
Valid Until ~ 017-08-30 =
Key Length * 2048 v
Key Encryption () Enable
Certificate ID * NS v[ 4222

dentification Attributes

Country Name * United Kingdom v

State ™ Oxfordshire

Locality Name *

Organization Name *

Abingdon

Sophos Test Account

{eq. city name)

{eg. company name)

- B -
Organization Unit Name ou {eg. department name)
*
Common Name {eg. server's hostname)
] -
Email Address itgaautomation@sophos.com

Click Save to save certificate.

Once Certificate is generated, download it to your local computer by clicking the Download Icon against
it.
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= Log Viewer Help admin =
Certificates S S,
Sophos Test Account
Certificates Certificate Authorities Certificate Revocation Lists
D Name 7 - Valid From Valid Until Authority Type T Manage
ApplianceCertificate 2015-08-01 2036-12-31 Upload &
O HO Certificate 2016-08-30 2017-08-30 Self Signed . VA
D kar_admin_156302B4708 2016-07-27 2036-12-31 Per User Certificate T
O test 2016-07-05 2017-07-05 Self Signed VIO ]

A file named HO_Certificate.tar.gz is downloaded. Store the uncompressed file. The file contains the
following certificate files:

- UserPrivateKey.key (KEY File)

- UserCertificate.pem (PEM File)

- RootCertificate (PEM File)

- Password.txt (Passphrase if Key Encryption is enabled)

- HO_Certificate.p12 (Personal Information Exchange)

Branch Office

Upload the Certificate (downloaded from HO Sophos Firewall) to BO Sophos Firewall. To upload
certificate, go to System > Certificates > Certificates and click Add. Select Certificate as
UserCertificate.pem, Private Key as UserPrivateKey.pem and specify the Passphrase.
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Certificates

Certificates

Log Viewer

Sophos

Certificate Authorities Certificate Revocation Lists

Action *

Certificate Details

Name *
Certificate File Format

Certificate *
Private Key *

Passphrase/PSK

(® Upload certificate (O Generate seli-signed certificate (O Generate Certificate Signing Request (CSR)

HO_Certificate

PEM {.pem) v
Choose File | UserCertificate.pem File should be in PEM {_.pem) format
Choose File | UserPrivatekey key File should be in key format

Help  admin =
Test Account

Click Save to save the certificate.

Step 4: Upload BO Sophos Firewall’s Digital Certificate to HO Sophos Firewall

Configure and download the Self-signed certificate in BO SF and upload it on HO SF using similar steps as

shown in step 3.

Step 5: Configure IPsec Connection

Head office

Implement the following steps on HO Sophos Firewall.

1. To create a new IPsec connection, go to Configure > VPN > IPsec Connections and click Add. Create
the connection using the following parameters.

Parameters Value

General Settings

Description

Name HO_to_BO_IPsec

Specify a unique name to identify IPsec Connection.

Connection Type

SitetoSite

Select SitetoSite.

Policy

DefaultHeadOffice

Select policy to be used for connection.

Policy can also be added by clicking “Create New” link.
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Establish Site-to-Site IPsec Connection using Digital Certificates

Parameters

Action on VPN
Restart

Value

Respond Only

Description

Select the Action to be taken on the connection when VPN services or
Device restarts.

Available Options

- Respond Only: Keeps connection ready to respond to any incoming
request.

- Initiate: Activates connection on system/service start so that the
connection can be established whenever required.

- Disable: Keeps connection disabled till the user activates.

Authentication Details

Authentication Type

Digital Certificate

Select Authentication Type. Authentication of user depends on the type of
connection.

Local Certificate

HO_Certificate

Select the local certificate that should be used for authentication by the device.

Remote Certificate

BO_Certificate

Select the remote certificate that should be used for authentication by remote peer.

Endpoint Details

Select Local WAN port from the list.

Local PortB-10.206.1.173 IP Aliases created for WAN interfaces will be listed along with the default
WAN interfaces.
Specify an IP Address or domain name of the remote peer.
Click Add icon ¥ against the option “Remote” to add new endpoint pairs or
Remote 10.206.1.213
click Remove icon to remove the endpoint pairs.
Network Details
Select IP family to configure IPsec VPN tunnels with mixed IP families.
Available Options:
- IPv4
- IPV6
IP Family IPva By default, IPv4 will be selected.

Four types of IPsec VPN tunnels can be created:
4in 4 (IPv4 subnets with IPv4 gateway)
6 in 6 (IPv6 subnets with IPv6 gateway)
4in 6 (IPv4 subnets with IPv6 gateway)
6 in 4 (IPv6 subnets with IPv4 gateway)

Local Subnet

172.17.17.0/24

Select Local LAN Address of Site A.
Add and Remove LAN Address using Add Button and Remove Button.

Remote LAN
Network

172.16.16.0/24

Select IP Addresses and netmask of remote network in Site B which is
allowed to connect to the Device server through VPN tunnel. Multiple
subnets can be specified. Select IP Hosts from the list of IP Hosts available.
You can also add a new IP Host and include in the list.
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Establish Site-to-Site IPsec Connection using Digital Certificates

User Authentication @
Quick Mode Selectors &

Advanced Settings &

HPN Log Viewer Help sdmin =
Sophos Test Aooourt
£ Show VPN Settings
IPsec Conngctions.  —o- "::c::::““"‘ 5L "';:E'Is"“”“ CISCO™ VPN Client Lz};‘::::““ Clientiess Access Bockmarks Bookmark Groups "L‘;ﬁ:;‘:“* IPses Profiles
Meme* [(Hoemomem= | @
Description HO iz _B0_Pres Li]
i
Connection Type* [ Siteto Site . |
Policy* [ DefaultHesd0ffice - 0
Actlon an VPN Restart® T . | O
Authentication Details
Authentication Type® | Digital Cerifoats .| O
Locsl Centficate® | Ho_cenifioae .|
Rernate Certificate [ BO_Certfiom= v
Endpoints Details
Lessl [ Por5- 1020097204 + | Remate” | 102081113 | O
Metwork Details
IP Farnily* @irve QP
Locel
Local Subnet® Chalwl?3 - | O
- | Remove
MATed LAN Same 8z Losal LAN adorezz -
| - |
Local ID DNS - | [2z2=2 |
Remaote
Allow MAT Traversal Eneblz 1)
Rernate LAN Network Rematel ) 0
Add Mew ltem
Rernate ID DNS v || szz2 | O
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Establish Site-to-Site IPsec Connection using Digital Certificates

2. Click Save to create IPsec connection. On clicking Save, the following screen is displayed showing the
connection created above.

VPN Log Viewer Help admin »
Sophos Test Account
¥ Show VPN Settings
IPsec Connections  >o- /P I‘Rgmote SSLVPN|Se®0  ry500m ypi Client Lare iRen’jUtE Clientless Access Bookmarks Bookmark Groups FETP ‘Re”_'“ IPsec Profiles
Access) Site) Access) Access)
Psec Connections
Show additional properties Add Delete Wizard
Status
O  Neme 77 GroupName 77 a  Policy 7 Connection Type 77 . o Manage
Active Y/ Connection 7
O hello - DefaultHeadOffice Site to Site @ i SO0
D HO to BO |Psec - DefaultHeadOffice Site to Site EI [ ] PGCR |

3. Click ® under Status: Active and Connection, to activate the connection.

Log Viewer Help admin =
VPN v

Sophos Test Account

£ Show VPN Settings

IPsec Connections o1 VPN u_Rgmnte SSLVPN(SHteto 1500 ypN Client L2e "RETDIE Clientless Access Bookmarks Bookmark Groups pRTE :Rerqote IPsec Profiles
Access) Site) Access) Access)

Psec Connections

Show additional properties

Add Delete Wizard
Status
O  Name 7 GroupName %7 &  Policy T/ Connection Type 7 Manage
Active W7 Connection 7
O hello - DefaultHeadOffice Site to Site ® [i SO0

D HO to BO IPsec - DefaultHeadOffice Site to Site I:l I:l LS ©T

Branch Office
Implement the following steps on BO Sophos Firewall

1. To create a new IPsec connection, go to Configure >VPN > IPsec Connections and click Add. Create
the connection using the following parameters.
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Parameters

General Settings

Value

Description

Name

BO_to_HO_IPSec

Specify a unique name to identify IPsec Connection.

Connection Type

SitetoSite

Select SitetoSite.

Policy

DefaultBranchOffice

Select policy to be used for connection.

Policy can also be added by clicking “Create New” link.

Action on VPN
Restart

Initiate

Select the Action to be taken on the connection when VPN services or
Device restarts.

Available Options

- Respond Only: Keeps connection ready to respond to any incoming
request.

- Initiate: Activates connection on system/service start so that the
connection can be established whenever required.

- Disable: Keeps connection disabled till the user activates.

Authentication Details

Authentication Type

Digital Certificate

Select Authentication Type. Authentication of user depends on the type of
connection.

Local Certificate

BOCertificate

Select the local certificate that should be used for authentication by the
device.

Remote Certificate

HOCertificate

Select the remote certificate that should be used for authentication by
remote peer.

Endpoint Details

Select Local WAN port from the list.

Local PortB-10.206.1.213 IP Aliases created for WAN interfaces will be listed along with the default
WAN interfaces.
Specify an IP Address or domain name of the remote peer.
Click Add icon ¥ against the option “Remote” to add new endpoint pairs or
Remote 10.206.1.173
click Remove icon to remove the endpoint pairs.
Network Details
Select IP family to configure IPsec VPN tunnels with mixed IP families.
Available Options:
- IPva
- IPv6
B i .
IP Family 1Pva y default, IPv4 will be selected

Four types of IPsec VPN tunnels can be created:
4in 4 (IPv4 subnets with IPv4 gateway)
6 in 6 (IPv6 subnets with IPv6 gateway)
4in 6 (IPv4 subnets with IPv6 gateway)
6 in 4 (IPv6 subnets with IPv4 gateway)
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Establish Site-to-Site IPsec Connection using Digital Certificates

Parameters Value Description

Select Local LAN Address of Site B.

Local Subnet 172.16.16.0/24 Add and Remove LAN Address using Add Button and Remove Button.

Select IP Addresses and netmask of remote network in Site A which is
Remote LAN 172.17.17.0/24 allowed to connect to the Device server through VPN tunnel. Multiple
Network D subnets can be specified. Select IP Hosts from the list of IP Hosts available.
You can also add a new IP Host and include in the list.
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VEMN

S5L WPM JRemobe

S5L VPN [Site o

LZTF Remobe

Log viewer Help sdmin

Sophos Test dooourt
¥ Show VPN Setting=

Bookmark Grouns I (Mt IPsec

Profiles
Access)

Bockmarks

10.208.1.173 Li]

Remowe

IFsec Connections Borens) @i CISCO™ VPN Client — Clientless ACCEss
Banner Settings

Meme ™~ [ B0_to_HO_PSea ] &

Diescription S0_ta_HO_IPSas i ]

P

Cannactian Type* Site to Site - |

Policy * DefaultSranchifice - @

Action anVPMN Restart ™ mitiete - o
Authentication Details

Authentication Type*® Digital Certificats - | i

Locsl Certificate S0_Cerzificats -

Femate Certificets * HO_Certificats -
Endpoints Details

Locsl FortS - L0.200.87. 204 - | Rzrmate”

etwork Details

IF Farmity @ wPve O IPvE

Locel

Locsl Subnet Remotel e Ll ]

- | EE
MaTed LAN Same as Looal LAN address -
-

Local IO 4229

Remote

Allows MAT Traversal Enstil= il

Remate LAM Network Shalvil23 s |0

Add New Item

Rermate ID L2327
User Authentication &
Quick Mode Selectors &

4. Click Save to create IPsec connection. On clicking Save, the following screen is displayed showing the

connection created above.
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VPN

Log Viewer Help admin =
Sophos Test Account

ﬁ- Show VPN Settings

IPsec Connections  5°- VPNu{Rgmme SSLVPNISHEto  ri50omypN Cliemt Lre ufRemnte Clientless Access Bookmarks Bookmark Groups PPTP‘RQWM’ IPsec Profiles
Access) Site) Access) Access)
Psec Connections
Show additional properties “ Delete Wizard
Status
O Name 7 GroupMame %7 «  Policy 7 Connection Type Y/ Manage
Active N7 Connection T/
O hello DefaultHeadOffice Site to Site o ® i VAR |
(J  HO to BO IPsec DefaultHeadOffice Site to Site ® ® [i SO0
(J  BO to HO IPSec DefaultBranchOffice  Site to Site L] ® SO
Click ® under Status (Active) and Status (Connection).
VPN Log Viewer Help admin »
Sophos Test Account
£$ Show VPN Settings
IPsec Connections 5o VPN ungmme SSLVPN(Siteto  (ioeoypnclient 217 {Ren-.mte Clientless Access Bookmarks Bookmark Groups FRTP (Remate IPsec Profiles
Access) Site) Access) Access)
Psec Connections
Show additional properties m Delete Wizard
Status
O  Neme T/ GroupMName %7 =~  Poliey 7 Connection Type °7 Manage
Active 7 Connection 77
O helo DefaultHeadOffice Site to Site @ e PR
(0  HO 1w BO IPsec DefaultHeadOffice Site to Site o ® i PR
(0  BO t HO IPSec DefaultBranchOffice  Site to Site E ® Fod

The above configuration establishes an IPsec connection between two sites.
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Note:

e Make sure that Security Policies that allow LAN to VPN and VPN to LAN traffic are configured.
e In a Head Office and Branch Office setup, usually the Branch Office acts as the tunnel initiator and
Head Office acts as a responder due to following reasons:
— Since Branch Office or other Remote Sites have dynamic IPs, Head Office is not able to initiate the
connection.
— As there can be many Branch Offices, to reduce the load on Head Office it is a good practice that
Branch Offices retries the connection instead of the Head Office retrying all the branch office
connections.

November 16 Page 17 of 18



Establish Site-to-Site IPsec Connection using Digital Certificates

Copyright Notice

Copyright 2015-2016 Sophos Limited. All rights reserved.

Sophos is a registered trademark of Sophos Limited and Sophos Group. All other product and company
names mentioned are trademarks or registered trademarks of their respective owners.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted, in any form
or by any means, electronic, mechanical, photocopying, recording or otherwise unless you are either a
valid licensee where the documentation can be reproduced in accordance with the license terms or you
otherwise have the prior permission in writing of the copyright owner.

November 16 Page 18 of 18



