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Scenario

This guide describes how to import Organizational Units (OU) and Groups from the Active
Directory (AD]) into the Sophos XG Firewall (SF-0S).

Prerequisites

e You must have read-write permission for the relevant features on the SF-0S Admin
Console.

e SF-0S must be integrated with the AD Server. Refer to Configure SF-0S to use AD
Server for authentication.
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Configuration
Log in to the SF-0S Admin Console.

Step 1. Launch Import Group Wizard

(-

Go to Configure > Authentication > Servers. Click the Import Group Wizard icon ** against
the required AD Server to launch the wizard.
. . Log Viewer Hel, dmin ~
Authentication gt e S
Servers Services Groups Users One-Time Password Captive Portal Guest Users Clientless Users STAS e
D MName IP Port Type Domain/Admin Manage
D Sophos 172.16.16.50 389 Active Directory admin /’ T

Step 2: Import AD Groups using Wizard
Click Start.

E Import Group Wizard - Google Chrome

[3 10.206.1.20/webconscle/webpages/identity/IndexMigrateGroup.jsp?prev="1&serverid=1
pag Y g PJSPP

Import Group Wizard Help

Overview

Provide Base DN for
Groups

Select AD Groups to
Import

Select Common Policies
for Groups

Select Specific Policies
for Groups (if required)

Review Selection

View Results

Overview

The Import Group wizard will help you import Active Directory groups into the device
using the following steps

Step 1. Provide Base DN for groups

Step 2 Select AD groups to import

Step 3. Select common policies for groups

Step 4. Select specific policies for groups (if required)
Step 5: Review Selection

View Results

Once you have performed the above steps, your selected groups will be imported from
Active Directory to the device and selected policies will be attached to them
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a Provide Base DN E Import Group Wizard - Google Chrome — O o
(B DN M k . [ 10.206.1.20/webconsole/webpages/identity/MigrateGroup.jsp?prev=1
ase DN=<ou=Marketing,

dc=sophos, dc=com>). Import Group Wizard Help

SF_OS fetCheS and Overview Step 1: Provide Base DN for groups

displays the directory Provde Base DN Ier e Bose Nt

structure Of the OU you S|Elect AD Groups to Base DN * ou=Marketing, do=sophos, ... v
mport

had specified in the Base
D N . Sir_-\ol?g:‘.gjgmon Policies Cancel

Select Specific Policies
for Groups (if required)

Review Selection

View Results

b_ Select the Groups you E Import Group Wizard - Google Chrome | X
want to import to SF-0S. [3 10.206.1.20/webconsole/webpages/identity/MigrateGroupToAppliance.jsp

Import Group Wizard Help

Overview Step 2 Select AD groups to import
Provide Base DN for ~ Please select the groups from AD server which you want to import into the device.
Groups If you import OU, OU will also be imparted as a group in the device
o Select AD Groups AD Groups Selected Groups
to Import @S i CN=Regional,0U=Marketing,0C
—il | Marketing
Select Common “ | Regional Regional
Policies for Groups Q | Global Global

Select Specific
Policies
for Groups (if required)

Review Selection

4| | AREN | 3

Note:|_ indicates a group/user which already exists in the device or it is a invalid group name

Cancel

View Results
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c. Select the common policies you want to attach to all the groups from the following:
o Surflng Quota ASSIgn ElmportGroupW\zard-Google Chrome — O *
. [ 10.206.1.20/webconsole/webpages/identity/GroupPolicyTemplate jsp
the duration of Internet
surfing time Import Group Wizard Help
o Access Time: Allow or
deny |nternet access Overview Step 3: Select Common Policies for Groups
. . Provide Base DN for This page helps you select common policies that will be attached to all the
during the predefined e groups
tlme perlod and days Of Select AD Groups to If you do not want to attach common policy to all the groups, then leave the
"Attach
th e wee k Import 10 all the Groups?" checkbox for that policy unchecked. By doing this you can
o Select Common Policies attach different policies to groups in the next step
@] BandWIdth POIle for Groups ' Attach to all the Groups?
[Trafflc Shaplng] lelt Select Specific Policies Surfing Quota® Weekly 7 hours Cyclic ¥
. for Groups (if required) Access Time * lW
or guarantee bandwidth . Bandwidth Policy (522005 trk_PoleyB_ ¥
o N etWO I’k Traffi c: Network Traffic 100 MB Total Deta Trar ¥
Specify the data transfer e Carcel
limit
e |f you do not want to attach a common policy to all the groups, clear the checkboxes
beneath Attach to all the Groups?
e Groups that have not been assigned common policies, select specific policies.
hd ReVIeW the Conflguratlon E\mportGmupWizard—GoagleChrome - m] >
[1 10.206.1.20/webconscle/webpages/identity/MigrateGroupSummary.jsp?directtosummary=1
Import Group Wizard Help
Overview Step 5: Review Selection
Provide Base DN for Please review the following summary of your Import Group Wizard Settings. To change
Groups anything, click on the previous button and change the settings. Click Finish to apply the
settings and complete the configuration
Select AD Groups to .
Im port Base DM: ou=Marketing, dc=sophos, de=com
Groups To Be Imported
Select Common Policies CMN=Regional 0U=Marketing,DC=sophos,DC=com
for Groups Regional
Global
Select Specific Policies Common Policies for groups:
for Grou ps (if require:l: Surfing Quota Policy: Weekly 7 hours Cyclic
Access Time Policy: Allowed all the time
o Review Selection Banduwidth Policy: 512kbps link _Policy B
3 Data Transfer Policy: 100 MB Total Data Transfer policy
View Results Cancel
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e View the results and click [& e com wees - comge croome
Close 10.206.1.20/we

Import Group Wizard Help

Overview View Results
Import Group Wizard Successtully Completed

All the Groups are imported sucoesstully and artached 1o the selecied policies

Imnpored groups will be appended 1o the existng list of groups

The Wizard imports all AD OUs and Groups into SF-0S and appends these at the end of the
existing list.

To view the imported groups, go to Configure > Authentication > Groups.

Note: When a user is the member of multiple AD groups, the device scans the list from top to
bottom and applies the policies related to the first group to which the user belongs.

Result

You have imported Organizational Units and Groups from the Active Directory into the SF-0S.
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Copyright Notice

Copyright 2015-2016 Sophos Limited. All rights reserved.

Sophosis aregistered trademark of Sophos Limited and Sophos Group. All other product and
company names mentioned are trademarks or registered trademarks of their respective
owners.

No part of this publication may be reproduced, stored in a retrieval system, or transmitted,
in any form or by any means, electronic, mechanical, photocopying, recording or otherwise
unless you are either a valid licensee where the documentation can be reproduced in
accordance with the license terms or you otherwise have the prior permission in writing of
the copyright owner.
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