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Change Log
November 14, 2016 Updated for SF-0S 16.01.2.
October 6, 2016 Updated for SF-0S v16.
April 27, 2016 Updated Recommended Hardware Requirement.
November 16, 2015 In step 5, rectified an error in the command for creating installer on 0S X.
March 2, 2016 Updated Minimum Hardware Requirement.
December 23, 2015 Rectified an error in Minimum Hardware Requirement and Recommended
Hardware Requirement sections.
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Preface

Welcome to Getting Started Guide for Sophos Firewall (SF) Software Appliance
(hereinafter referred to as “Sophos Firewall”). This guide describes how you can
download, deploy and run Sophos Firewall as a Software Appliance on custom
hardware.

Note:

Software ISO can be used to install SF-0S on SG and XG series hardware devices
after deleting the devices' hard drive partitions.

Minimum Hardware Requirement
Device will go in failsafe mode if minimum requirement is not satisfied.

e Xx86-64 (64 bit) CPU

e 2 Network Interface cards
e 2 GBRAM

e 10GBHDD/SSD size

Recommended Hardware Requirement

e 64 GBHDD/SSD size
e 2 GBRAM

Note: To optimize the performance of your Software Appliance, configure CPU
cores according to the license you have obtained. While configuring number of
CPU cores, ensure that you do not exceed the maximum number limit specific to
your license.

Installation Procedure

Step 1: Download Software Image (1SO)

Download the software image (1SO) from - https://sophos.com/en-
us/products/next-gen-firewall/free-trial.aspx. The downloaded ISO file can be
installed on the custom hardware using an Installer. To create the Installer, see
‘Creating an Installer’ section.

Version: 14112016AHM Page 4 of 16


https://sophos.com/en-us/products/next-gen-firewall/free-trial.aspx
https://sophos.com/en-us/products/next-gen-firewall/free-trial.aspx

Getting Started Guide: Sophos Firewall Software Device

Step 2: Creating an Installer

To install Software you will need to write ISO to a standard USB thumb drive.

On Windows:

L

2. Run the utility, and browse the downloaded ISO file. The application will default
to looking for .IMG files. Be sure to change the file filter to (*.*), then locate and
select the Sophos Firewall ISO file.

3. Select the USB thumb drive you wish to install the ISO on. The thumb drive
should be at least 1GB in size, and writing the ISO to it will erase any data it
currently contains.

4. Once the process is complete, your thumb drive is ready to use.

On0S X:

1. Open the Disk Utility included on OS X.

2. Locate the thumb drive in the list of disks.

3. Onthe partitions tab, change the volume scheme to “1 partition”, and the

format to "Free Space”, then click apply.

4. You will need to convert the downloaded ISO file into a new format. Open a

terminal window, and navigate to the path where the ISO is stored.

5. Runthe command:

hdiutil convert -format UDRW -o sf.img.dmg <Sophos Firewall ISO file>
Be sure to change the <Sophos Firewall ISO file> in the command above with
the software image (IS0O) file downloaded in Step 1.

6. As specified in the step above, the converted ISO will be named “sf.img.dmg”.

7. Next, locate the device path of the USB device, by running diskutil list.

8. For example purposes, let's say your USB thumb drive's path is /dev/disk9 but

be sure to use the actual path of your thumb drive.

9. Next, write the converted ISO to your thumb drive, with the following command:

dd if=./sf.img.dmg of=/dev/rdisk9 bs=1m

Note:

Download the Win32 Disk Imager utility from
http://sourceforge.net/projects/win32diskimager/

= The =path adds an “r" in front of the device path name. This is deliberate,
and enables RAW disk access. You may leave the r out, but the process will
go much more slowly.

= You may need to run “sudo dd <rest of command>" for the imaging to work
on your system.

Version: 14112016AHM Page S of 16


http://sourceforge.net/projects/win32diskimager/

Getting Started Guide: Sophos Firewall Software Device

10.Wait a few minutes for the process to complete. When you returnto a
command prompt, the thumb drive will be ready, and can be ejected.

11.If you runinto problems, see http://borgstrom.ca/2010/10/14/0s-x-
bootable-usb.html for detailed instructions.

Step 3: Installing Sophos Firewall

Since this is a Software Appliance, you may need to change BIOS settings for the
thumb drive to boot, if you are installing on your own hardware. You will also need
to connect a monitor and keyboard, or a serial cable to the system to complete.
You will need to respond to two prompts to begin the installation.

Step 4: Booting

When prompted, press y <enter> to start the installation procedure.

Loading ....
Fress y Lo vonlinue

= -

The installation progress will be shown on the screen, as it continues.

Once the installation is complete, remove the thumb drive, and reboot the device.
Give it a couple minutes for the first boot to complete.

At this point, the system is now running Sophos Firewall Software Appliance.

Configuring Sophos Firewall

Browse to https://172.16.16.16:4444 from the management computer and log on
to Admin Console using the default credentials username - admin and password -
admin.

Activation and Registration
Step 1: License Agreement

The moment you log in, you will be redirected to the Sophos End User License
Agreement (EULA). You need to accept the agreement to proceed further.
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Sophos End User License Agreement

phos End User License Agreement
If you use any of our software, read our legally binding agreement between Sophos

SOPHOS END USER LICENSE AGREEMENT

Please read the following legally binding License Agreement between Sophos and Lic
If Licensee does not agree with the terms and conditions of this License Agreement
Where a reseller, service provider, censultant, contracter or other party downloac

NOW IT IS AGREED as follows:

1. DEFINITIONS

1.1 “Affiliates” means, with respect to each party, entities that control, are cor
1.2 "Computer’ means any device or computing environment which benefits from the L
1.3 "Consumer® means an individual acting for purposes that are wholly or mainly ¢

1.4 "Documentation’ means the formal Product documentation (whether electronic or

1.5 "Fee' means the fee payable for the Product, enhanced support package (if appl
1.6 "Hardware® means the hardware Product itself, together with any related compor
1.7 "License Agreement' means this Sophos license agreement and the Schedule.

1.B "License Entitlement” has the meaning in Clause 3.2 below. -
i b

If you agree, click ‘| Accept’ to continue the access
It you click 'l Decline’, you will be logged out.

| Accept I Decline

Click I Accept to navigate to the welcome page.

Step 2: Activating Sophos Firewall

Select Installing Sophos Firewall (Virtual or Software) option to continue the
activation of Sophos Firewall, specify serial number mailed at your registered
email address and click Activate Appliance.
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SOPHOS

Device Management

Welcome

To your Sophos Device

ophos Firewall (Virtual or Software|

rom UTM 8 (Virtual or Software) to Sophos

Canfigure Auxiliary HA Device

SOPHOS

Device Management

Welcome

To your Sophos Device

Note: Make sure your current network configuration allows Sophos Firewall to
connect to the Internet for activation. If not, click Basic Setup to modify the
network settings so that the Sophos Firewall can connect to the Internet.

v
Device Management
Welcome
To your Sophos Device
1 "Ba
Serial 1l

Basic Setup

Register Device

If you have already registered the device, click on Synchronize License to synchronize

manually

Synchronize License
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Step 3: Registering Sophos Firewall

Click Register Device to initiate the registration process.

v

Device Management

Welcome

To your Sophos Device

Serial Number

Basic Setup

Register Device

If you have already registered the device, click on Synchronize License to synchroniz

manually

Synchronize License

After clicking "Register Device”, you are redirected to the MySophos portal website.
If you already have a MySophos account, specify your login credentials under “I

have an account already”. If you are a new user, sign up for a MySophos account by
filling in the details under “Register for MySophos”.

SOPHOS

ble you ta manage yaur licenze{s} within MyScphos and record the registration d

Reagister for MySophos

Far a MySeophes account is quick and sas

COLOOITOPEVPOZS

Trm not & robot
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Click Continue to complete the registration process.

W Ly Segreh o - (e Anthvrnd, Erpent, UTM, Eacryption, Matde OLP, fevves e, (501050 |

185 -S00We. 1858 SOPhOS.00

S0PHOS.

=

Thank you!

I YOour cavics i now registered l

Clich the butos heisw 12 inftete the beense synahironizstion

M0N0 | OROae Ty TCTIONIaNOn

Step 4: Initiate License Synchronization
Post successful registration of the device, you need to synchronize license details
with Sophos servers.

As shown in the image below, click Initiate License Synchronization to initiate
the license synchronization process:

W gy Smgrev wiin - (et Antvrnd, Erdpent, UTN, Encryptiom Moo CLP, ferve e, 2 |

1650 S00We. 1852 SOPhos.C

2OPHOS

=

Thank you!

Your cevice i now registersd

Clich 1w bumos heisw 2 irdtete the Leense synahronitetisn

000 | oeese Ty TETIOnaaon
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Click Synchronize License to synchronize licenses.

v
Device Management
Welcome
To your Sophos Device
Serial Number

Basic Setup

Register Device

If you have already registered the device, click on Synchronize License to synchronize
manually

SOPHOS

Device Management

Welcome

To your Sophos Device

Serial Mumber

Congratulations! Your device has been registered with your MySophos account and licenses have been
synchronized successfully. Click Here to start configuring your device.

Click Click Here in the image above to run the Network Configuration Wizard. The
wizard walks you through the steps to setup initial configuration of your Sophos
Firewall so that you can begin creating your security policies.
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Click Start to begin the wizard and follow the on-screen instructions. Once the
configuration is successfully done, Control Center will be displayed.

Control Center 7| LogViewer Help DemoUser v
System Traffic Insight User & Device Insights
’l‘\/ w4 Neb Activit Security Heartbest
Psrformance Services /M 1 l
Interfaces VPN Advanced Threat Protection
CPU 2 Memo 36 Allowed App Categories Network Attacks O
720.68K :
713.62K g User Threat Quotient
10.87K
=i i 3 2 user(s) account
Sessions 10.69K for 80%+ of risk!
Allowed Web Categories Blocked Agp Categories O -~ O N
620 ss ED Vireless APs
15 e B
11 18 ) )
10 : ) )
6 Conne te Live U

Reports Messages

Warning

You can now use the Navigation pane on the left hand side of the Ul to navigate
and configure further settings.

Basic Configuration

0}

. Setting up interfaces

1. Network interfaces and RED connections are defined in the Configure >
Network > Interfaces menu.

2. Wireless networks are defined in the Protect > Wireless menu, and SSIDs will
also be shown in the interfaces menu once created.

3. Access points may be configured or added, in Protect > Wireless > Access
Points.

a. Creating Zones

Zones are central to the security model in SF. If you wish to create more zones
than are offered by default, go to Configure > Network > Zones. You can then use
those zones when creating interfaces, and security policies.
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b. Setting up Firewall Rules

All security related policies are defined in the Firewall menu. There are two
different firewall rule types available:

1. Business Applications Rule - If you are securing a server or service, use a
business application rule to allow internal or external users to access that
service.

2. User/Network Rule - If you are controlling what web and application content
your protected users can access, or want to control traffic by source, service,
destination, zone, (and user) then use a user/network rule.

c. Setting up Wireless Network

1. Goto Protect > Wireless > Wireless Networks.
2. Click Add to add a new wireless network.
3. Configure the Wireless Network as shown in the screen below.

Wireless LogViewer Help Demo User =

Heotspot Voucher

Wireless Client List Wireless Networks Access Points Access Point Groups Mesh Networks Hotspots
Definition

Wireless Settings Hotspot Settings

Name *

Description Default passphrase is: MjZhY2MzNGQwWOTZhYmMz

551D * Sophos

Security Mode WPA2 Persona v

Passphrase/PSK* #exeaad®s Change Passphrase/PSK Show Preshared/PSK Key

Client traffic * Bridge to AP LAN M

} Advanced Settings

m tance

The wireless network will be added successfully.

4. Add another Wireless Netwaork for Guest Access as shown in the image below.
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Security Mode
Client traffic *
Zone

IP Address *
Netmask *

» Advanced Settings

m Gance

Wireless Client List Wireless Networks Access Points Access Point Groups
General Settings

Name *

Description

SsSID* GuestAccess

No Encryption

Separate Zone

WiFi

1025501

/24(255.255.255.0)

Mesh Networks

Hotspots

LogViewer Help Demo User v

Sophos

Hotspat Voucher

Definition Wireless Settings Hotspot Settings

Both the added wireless networks can now be seen on the Wireless Network page.

Wireless

Wireless Client List Wireless Networks

O  Name SSID
O  Guestap GuestAccess
D Sophos Sophos

Access Points

Status

Access Point Groups

Client traffic

Separate Zone

Mesh Networks

Bridge to AP LAN

Log Viewer Help DemolUser =
Sophos
chote Hotspot Voucher W 55 5 = - 5 -
Hotspots Definition Wireless Settings Hotspot Settings
Add Delete
Encryption Mode Frequency Band Manage
No Encryption 24and5GHz ST
WPAZ2 Personal 24GHz ST

5. Navigate to Protect > Wireless > Access Point Groups.

o

Click Add to add a new access point group.

7. Configure the new AP group, and add both wireless networks, and the new

access point.
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Edit Group

Wireless Client List Wireless Networks

MName *

Wireless Networks

WVLAN Tagging

Access Points

Save Cancel

Access Points Access Point Groups Mesh Networks Hotspots
Sophos -1
GuestAP &S

Add New ltem

[ Enable

Add New ltem

Hotspot Voucher
Definition

Log Viewer Help Demo User «
Sophos

Wireless Settings Hotspot Settings

In some time, you can continue to discover and add APs from Control Center.
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Copyright Notice
Copyright 2015-2016 Sophos Limited. All rights reserved.

Sophos is registered trademarks of Sophos Limited and Sophos Group. All other
product and company names mentioned are trademarks or registered trademarks
of their respective owners.

No part of this publication may be reproduced, stored in a retrieval system, or
transmitted, in any form or by any means, electronic, mechanical, photocopying,
recording or otherwise unless you are either a valid licensee where the
documentation can be reproduced in accordance with the license terms or you
otherwise have the prior permission in writing of the copyright owner.
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