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Overview

An Application Filter Policy controls a user’s application access. It specifies which user has access to which
applications and allows you to define powerful security policies based on almost limitless policy
parameters like:

e Individual users
® Groups of users
e Time of day

The device is shipped with the certain predefined policies such as ‘Allow All’, ‘Deny All’ for application
filters to address common use cases.

Configuration

Step 1: Configure bandwidth management policy

Navigate to Configure > System Services > Traffic Shaping and click New to add a new bandwidth management
policy.

Parameter Value Description
Name Restrict_Videodownload Restricts the bandwidth for a particular user.
Policy Association Applications Select Type of Policy Associations from

Available Options:

—  Users

—  Rules

—  Web Categories
—  Applications

Rule Type Limit Select the type of policy.
Available Options:

—  Limit - In this type of policy, user cannot
exceed the defined bandwidth limit.

—  Guarantee- In this type of policy, user is
allocated the guaranteed amount of
bandwidth and can draw bandwidth up
to the defined limit, if available.

Limit Disable Select from the available options.
Upload/Download
P /Dow Available Options:
Separately
— Disable- Limits total (Upload +
Download) bandwidth.
—  Enable - Limits Upload and Download
bandwidth separately.
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Priority 2-Normal Set the bandwidth priority. Priority can be set
from 0 (highest) to 7 (lowest) depending on the
traffic required to be shaped.

—  0-Real Time for example, VOIP

— 1-Business Critical

— 2to5-Normal

—  6-Bulky - FTP

— 7 - Best Effort for Example, P2P
Limit 512 Specify allowed total bandwidth.
Bandwidth Usage Shared Select the type of bandwidth usage.

Type

Available Options:

Individual - Allocated bandwidth is for
the particular User/Rule/Web
Category/Application only.

Shared - Allocated bandwidth is shared
among all the Users/Rules/Web
Categories/Applications who have been
assigned this policy.
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System Ser\”ces Log Viewer Help admin +

Sophos Test Account

High Availability Traffic Shaping Settings RED Log Settings Data Anonymization Traffic Shaping Services

Edit Traffic Shaping (QoS] Policy

Name * Restrict_VideoDownload

Palicy Association Users Rules Web Categories applications

Rule Type Limit Guarantee

Limit Upload/Download Separately Disable Enable

Priority * 2 - [Narmal] v

Limnit * 512 KBps [2-2560000]
Bandwidth Usage Type Individual Shared

Description ( This palicy restricts video downloading by users.

Add Schedule wise Traffic Shaping Policy Details to override default Traffic Shaping Policy Details

Up/Down Bandwidth Upload Bandwidth Download Bandwidth

D Schedule Rule Type [Min/Max KBps) [Min/Max KBps) [Min/Max KBps)

Manage

No Records Found

Save Cancel

Click Save to save bandwidth management policy.

Step 2: Apply Traffic Shaping policy on Application Category

Navigate to Protect > Applications > Traffic Shaping Default and click Manage icon. Apply Traffic
Shaping policy to the category.
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App“catlons Log Viewer Help admin »

Sophos Test Account

Application List Application Filter Traffic Shaping Default

This feature requires a subscription. It can be configured but cannot be enforced without a valid Web Protection subscription.

Edit Download Applications Category

Name Download Applications

Traffic Shaping Policy | Restrict_VideoDownload v | 0

Step 3: Create a new Application Filter Policy

Navigate to Protect > Applications > Application Filter and click Add. Enter name and description for
application filter.

ADD“CatIDnS Log Viewer Help admin »

Sophos Test Account

Application List Application Filter Treffic Shaping Default

This feature requires a subscription. It can be configured but cannot be enforced without a valid Web Protection subscription.

Name * [ Video Download Filter ]

Description ‘

Enable Micro App Discovery

O Application Application Filter Criteria Schedule Action Manage

No Records Found

Click Add to add filter criteria as shown below:
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Applications

Application List

Application Filter

Log Viewer

admin *

Sophos Test Account

Traffic Shaping Default

This feature requires a subscription. It can be configured but cannot be enforced without a valid Web Protection subscription.

Add Application Filter Policy Rules

Application Filter Criteria List of Matching Applications [1-50of 54 ] * Scroll down to view more

Category @ Select all O Select Individual Application Search
E] Mobile Applications
Narrie Deseription Categol Rigk Characteristics Technolog:
E] Software Update e gory v
1Fichier Download 1Fichier Download Download 3 - Medium Excessive Browser E
I 3 Download ADDICATIoNS 1541 I Applications Bandwidth,
. 2shared Download 2shared Download Download 2-Low Excessive Browser E
Risk Applications Bandwidth, ..
[ select Al ADrive Web Upload ADrive Web Upload Download 3-Medium  Transfer Browser £
Applications files,Prone...
E] 1-\Very Low
Akamai Client Akamai Client Download 4 - High Transfer Client Ser
E] 2 -Low [10]) Applications files Trans
AttachLargeFile AttachLargeFile Download Download 3-Medium  Transfer Browser E
Characteristics Download Applications files Trans..
D Select All Badonga Download Badonga Download Download 4 - High Prone to Client Ser
Applications misuse,Tran...
[] Excessive Bandwidth [14] Badongo File Download ~ Badongo File Download Download 3-Medium  Transfer Client Ser
. Applications files,Prone
] Prone to misuse (31) . . .
Bearshare Download Bearshare Download Download 4 - High Widely Client Ser
Applications Used, Transfer...
Technology
[ select an Action * QO allow @ Deny
E] Browser Based [34)
. Schedule * [ All Time on Weekdays ']
E] Client Server (20]
4 3
Click Save to save the application filter policy.
Step 4: Create Firewall Rule for application filter
Navigate to Protect > Firewall and click Add User / Network Rule. Add a rule as shown below:
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Add User / Network Rule

Rule Mame +

Description

Rule Position

Logviewer Help sdmin -
Sophos Test Account

| video_Downiosd_Rule

Enter

Action

Source

Source Zones*

|_Botrom

Source Networks and Devices *

During Scheduled Time

Any (-] Any [-] | anime on weekdays -
Add New ftem Add New Itern
Destination & Services
Destingtion Zones * Destination Networks * Services *
Any (-] Any (-] Any (-]
Add New ftem Add New Itern Add New Item
|dentity
Match known users User or Groups *
Anv
[0 show captive portsl to unknown users v ]
Add New ltem
[ Exclude this user activity from data sccounting
Malware Scanning
O scanFTP
O scanHTTR
[C] Decrypt& scan HTTPS
Advanced
User Agplications Synchronized Security AT & Rowting

Intrusion Prevention

None

Traffic Shaping Policy

Web Policy

| mone

Apply web Category based Traffic Shaping Policy

Application Contral

| Video Download Filter

Apply Apolication-based Traffic Sheping Policy

Log Traffic

Log Firewall Treffic

cancel

Minimum Source HE Permitted:
QOcreen QO vELLow (@ No Restriction
O elock clients with no heartbeat

Minimum Destination HE Permitted:

O GREEN QO veLLow  (Z) Mo Restriction
[ Block request to destination with no heartbest

Click Save to save the firewall rule for application control.

Summary
Video_Download_Rule

Rule

Aoply “Video Download Fits:” apo fiter, "Nons® web fiter, far
any umer, vrhen in any zone, and coming from any natwark
‘Sourcn & Scharkin

Any

Saurce Netwarks end Davioss: Any

During Schaduled Time - All Tene on Weskdays

Dastination & Sanices

Any
Deatinatian Networka : &y
oy

e

Advanced

‘Synchroeized Security

Saurce: Minimurm Heartbeat is Mo Restriction, Clisnts withna
hearthsst allavwed

Deatination : Mirimum Hesrthest in Mo Restriction, Requeet t
o deatin no hearbsst allawed

Meoquaradingin OH

Rewrite source sddress [Masquerading]

O use Gateway Specific Default NAT Palicy

Use Outbound Address

[ Masq

MASQ [Interface Default IF]

Brimary Gateway

[ wane

BaCckUD GatEway

DSCR Marking

| Select DSCP Marking

b
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