SOPHOS

Cybersecurity made simple.

Sophos Server Protection
Licensing Guide

Licensed per servers, whether running locally, in the public cloud, or a combination.

Sophos Ce | Sophos Enterprise Console

Central Intercept X Central Server Server Protection for

Advanced for Server Protection Virtualization, Windows,
(SVRCIXA) (SVRC) and Linux
(SVRWLV)

Sophos Server Protection Agent

2 Windows Server v v v
fod
2 Linux* v v v
=
a Public Cloud (Microsoft Azure and Amazon AWS) v v
z Application Whitelisting [Server Lockdown] v
=
g Web Security v v v
o
5 Windows Firewall Control v v
L
2 Download Reputation v v v
[T
o
2 Web Control (URL Blocking) v v v
é Peripheral Control (e.g., USB) v v v
<
= < Application Control v v v
&
= Deep Learning Malware Detection v
o L
L, g Exploit Prevention v
L
2 Anti-malware File Scanning v v v
© N
2 Live Protection v v v
=)
:3_: Pre-execution Behavior Analysis [HIPS] v v v
a2 Off-board scanning for VMs (ESXi and Hyper-V)? v v v
o
E Detect Potentially Unwanted Applications (PUA) v v v
Data Loss Prevention v v v

1 All features available on Windows; selected features available on Linux
2 See features of Sophos for Virtual Environments with its ultra-thin agent deployment, page 3.



Sophos Central Sophos Enterprise Console
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Synchronized Application Control® v v
Azure Workload Discovery and Protection v v
AWS Workload Discovery and Protection v v
L >
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Windows Remote Desktop Services (user visibility) v v
B Cloud-based management, eliminating the
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3 For Windows Servers managed by Sophos Enterprise Console, CryptoGuard is available with the Endpoint Exploit Prevention (EXP) Add-on license
4 When used in conjunction with the Sophos XG Firewall



Alternative deployment option - Sophos for Virtual Environments

Sophos for Virtual Environments enables malware detection to be offloaded to a centralized Security VM to reduce the
potential performance impact on Windows virtual servers. Licensed per virtual server, with entitlement to the Sophos for
Virtual Environments alternative deployment option included with all Sophos Server Protection licenses.

Support for Windows servers on VMware ESXi and Microsoft Hyper-V
Features include:

» Off-board malware protection to a centralized Sophos Security VM
» Lightweight guest Virtual Machine Agent, infrequent updates

»  Memory-resident malware detection

» Automated Threat Cleanup

» Prevent update storms and scan storms

»  Windows Security Center integration

»  Visibility of connected guest VMs (Sophos Central only])
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